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DETAILED ACTION 
Response to Arguments 

1 . Applicants arguments, with respect to claims 1 , 5, 6 and 8-15 filed September 
29, 2004 have been fully considered but they are not persuasive for the following 
reasons. 

Applicants argue: "Wallner fails to disclose associating each non-leaf node with a 
corresponding set of keys where each key in the corresponding set of keys further 
corresponds to at least one child node of the non-leaf node as recited by claims 1 , 5, 6 
and 8-15 and a plurality of sets of associated keys where the set of associated keys 
comprises keys associated with subsets of child nodes of a non-leaf node as recited by 
claims 17-19" (page 9, paragraph 2). 

Regarding applicants' argument: Examiner respectfully disagrees with the 
applicants. Applicant's Admitted Prior Art (hereinafter "APA") discuses these limitations 
as shown in prior art figs. 1 , 2 and also shown on page 2, lines 1 1 - 1 5 of the 
specification "As shown in FIG. 1, this method is based . . . would hold the keys 
associated with each node on the path from the root to that user". 

2. Examiner respectfully disagrees with all of the allegations as argued. 
Examiner in his previous office action pointed out the exact locations in the cited prior 
art. In view of the above, the examiner contends that all limitations as recited in the 
claims have been addressed in this Office Action. For the above reasons, Examiner 
believed that rejection of the last Office action was proper. 
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Claim Rejections - 35 USC §112 

3. The following is a quotation of the first paragraph of 35 U.S.C. 112: 

The specification shall contain a written description of the invention, and of the manner and process of 
making and using it, in such full, clear, concise, and exact terms as to enable any person skilled in the 
art to which it pertains, or with which it is most nearly connected, to make and use the same and shall 
set forth the best mode contemplated by the inventor of carrying out his invention. 

Claims 1,17, 18 and 20 are rejected under 35 U.S.C. 112, first paragraph, as 
failing to comply with the enablement requirement. The claim(s) contains subject 
matter, which was not described in the specification in such a way as to enable one 
skilled in the art to which it pertains, or with which it is most nearly connected, to make 
and/or use the invention. There is no mention as to "defining at least one non-leaf node 
positioned between the root node and leaf node, said non-leaf node having a parent 
node and a child node", and therefore is not enabling to one of ordinary skill in the art. 

Regarding claims 5-15, these claims depend from claim 1 and claims 
18 and 19 depend from claim17; therefore inherit their deficiencies 
respectively. 

Claim Rejections - 35 USC § 103 

4. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 
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This application currently names joint inventors. In considering patentability of 
the claims under 35 U.S.C. 103(a), the examiner presumes that the subject matter of 
the various claims was commonly owned at the time any inventions covered therein 
were made absent any evidence to the contrary. Applicant is advised of the obligation 
under 37 CFR 1 .56 to point out the inventor and invention dates of each claim that was 
not commonly owned at the time a later invention was made in order for the examiner to 
consider the applicability of 35 U.S.C. 103(c) and potential 35 U.S.C. 102(e), (f) or (g) 
prior art under 35 U.S.C. 103(a). 

5. Claims 1, 5, 6, 8 - 17, 19 and 20 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over Non-Patent Literature document by D. Wallner et al 
(hereinafter "Wallner"), Key Management For Multicast: Issues and 
Architectures", June 1999, The Internet Society, in view of APA. 

Regarding claim 1, Wallner teaches a method for storing and updating 
information in a network having n hierarchical levels, said method comprising the steps 
of: 

defining a root node positioned in a first of said levels, said root node 
having no parent node and at least one child node (see Fig. 2, where the root node is 
Key O with no parent node and at least Key M and Key N as child nodes); 

defining at least two leaf nodes positioned in an nth of said levels, each of 
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said leaf nodes having a parent node and no child node (see Fig. 2, where Key M and 
Key N are leaf node and n level is first level); 

defining a corresponding path between each of said at least two leaf nodes 
and said root node (see Fig.2, where each of said at least two leaf nodes 
and said root node are Key M - Key 0 or Key N - Key 0); and 

providing each leaf node with a related set of keys wherein said related set 
of keys includes each key associated with each non-leaf node on said 
corresponding path from said leaf node to said root node (see Fig. 2, section 5.4.1 
pages 14 and 15). 

Wallner does not explicitly teach defining at least one non-leaf node positioned 
between the root node and leaf node, said non-leaf node having a parent node and a 
child node; and 

associating each non-leaf node with a corresponding set of keys wherein 
each key in said corresponding set of keys further corresponds to at least one child 
node of said non-leaf node. 

APA teaches defining at least one non-leaf node positioned between the root 
node and leaf node, said non-leaf node having a parent node and a child node (see figs. 
1 and 2; wherein the non-leaf node is positioned between root node and leaf node. The 
root node and the leaf node are the parent and child nodes respectively). 

associating each non-leaf node with a corresponding set of keys wherein 
each key in said corresponding set of keys further corresponds to at least one child 
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node of said non-leaf node (see figs. 1 , 2 and also shown on page 2, lines 11 - 1 5 of 
the specification "As shown in FIG. 1, this method is based . . . would hold the keys 
associated with each node on the path from the root to that user"). 

It would have been obvious to one of ordinary skill in the art at the time the 
invention was made to combine teaching of APA with the teaching of Wallner wherein 
sending a new key to each authorized user every time the system need to be updated is 
eliminated. The motivation is that "this system reduces the number of messages that the 
broadcast needs to send when the system is updated". 

Regarding claim 5, Wallner teaches each non-leaf node is associated with more 
than two child nodes (see Fig. 2, where Key I is a non-leaf node associated with Key A 
and Key B). 

Regarding claim 6, Wallner teaches each non-leaf node is associated with the 
same number of child nodes (see Fig. 2, Key I and Key J are non-leaf nodes associated 
with Key A and Key B and key C and Key D respectively). 

Regarding claim 8, Wallner teaches aim 1 further comprising the step of 
identifying a specific one of said leaf nodes as a compromised leaf node (see page 17, 
paragraph 1). 
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Regarding claim 9, Wallner teaches the step of removing at least a portion of 
said path between said compromised leaf node and said root node (see page 14, 
paragraph 4). 

Regarding claims 10 and 14, Wallner teaches the step of marking a key in 
said set of keys related to said compromised leaf node as a compromised key (see 
pages 7 and 8, section 5.1). 

Regarding claim 1 1 , Wallner teaches the step of sending a message from said 
root node to a non-compromised leaf node using a key that has not been marked as a 
compromised key (see page 15, paragraph 2). 

Regarding claim 12, Wallner teaches the step of identifying each of 
one or more specific leaf nodes as a compromised leaf node (see page 17, paragraph 
1). 

Regarding claim 13, Wallner teaches the step of removing at least a 
portion of said path between each of said one or more compromised leaf nodes 
and said root node (see page 12, section 5.4 and #1). 

Regarding claim 15, Wallner teaches the step of sending a message from said 
root node to a non-compromised leaf node using a key that has not been marked as a 
compromised key (see page 19, section 5.4.2.4 paragraphs 1 and 2). 
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Regarding claim 17, Wallner teaches a system for storing and updating 
information in a network having a plurality of hierarchical levels, comprising: 

a root node associated with a highest of said levels, said root node having 
at least two child nodes and no parent node (see Fig. 2, where the root node is Key O 
with no parent node and at least Key M and Key N as child nodes); 

at least two leaf nodes associated with a lowest of said levels, each of said 
leaf nodes having a parent node and no child node (see Fig.2, Key a and Key B are two 
leaf nodes associated with a lowest of said levels having parent node Key I but no child 
node); 

a corresponding path between each of said at least two leaf nodes and said 
root node (see Fig. 2, corresponding path between each of said at least two leaf nodes 
and said root node are: Key A - Key I - Key M - Key O or Key B - Key I - Key M - 
Key O); and 

Wallner does not explicitly teach at least two non-leaf nodes associated with 
levels between the highest of said levels and the lowest of said levels, each non-leaf 
node having a parent node and at least two child nodes; and 

a plurality of sets of associated keys, each set of associated keys corresponding 
to a non-leaf node wherein said set of associated keys comprises keys associated with 
subsets of child nodes of non-leaf node. 

APA teaches at least two non-leaf nodes associated with levels between the 
highest of said levels and the lowest of said levels, each non-leaf node having a parent 
node and at least two child nodes (see figs. 1 and 2; wherein the at least two non-leaf 
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node is between root node (highest levels) and leaf node (lowest levels). The root node 
and the leaf node are the parent and child nodes respectively); and 

a plurality of sets of associated keys, each set of associated keys corresponding 
to a non-leaf node wherein said set of associated keys comprises keys associated with 
subsets of child nodes of non-leaf node (see figs. 1 , 2 and also shown on page 2, lines 
1 1 - 1 5 of the specification "As shown in FIG. 1 , this method is based . . . would hold 
the keys associated with each node on the path from the root to that user"). 

It would have been obvious to one of ordinary skill in the art at the time the 
invention was made to combine teaching of APA with the teaching of Wallner wherein 
sending a new key to each authorized user every time the system need to be updated is 
eliminated. The motivation is that "this system reduces the number of messages that the 
broadcast needs to send when the system is updated". 

Regarding claim 19, Wallner teaches said root node may send a message to at 
least one leaf node (see page 14, paragraphs 1 and 2). 

Regarding claim 20, Wallner teaches a system for storing and updating 
information in a network having a plurality of hierarchical levels, compromising: 

a root node associated with a first of said levels, said root node having no parent 
node and at least one child node (see Fig. 2, where the root node is Key O with no 
parent node and at least Key M and Key N as child nodes); 
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Wallner does not explicitly teach at least one non-leaf nodes associated with a 
second of said levels, each non-leaf node comprising of a parent node and at least one 
child node; 

at least two leaf nodes associated with a third of said levels, each of said leaf 
nodes having a parent node and no child node; and 

a plurality of set of keys, wherein each set of keys is associated with a non-leaf 
node and each set of keys further comprises keys associated with subsets of child 
nodes of the non-leaf node. 

APA teaches at least one non-leaf nodes associated with a second of said 
levels, each non-leaf node comprising of a parent node and at least one child node (see 
figs. 1 and 2; wherein the non-leaf node is positioned between root node and leaf node. 
The root node and the leaf node are the parent and child nodes respectively). 

at least two leaf nodes associated with a third of said levels, each of said leaf 
nodes having a parent node and no child node (see fig. 1 ; wherein 160 - 167are leaf 
nodes associated with third level that have parents nodes but no child nodes) and 

a plurality of set of keys, wherein each set of keys is associated with a non-leaf 
node and each set of keys further comprises keys associated with subsets of child 
nodes of the non-leaf node (see figs. 1 , 2 and also shown on page 2, lines 1 1 - 1 5 of 
the specification "As shown in FIG. 1, this method is based . . . would hold the keys 
associated with each node on the path from the root to that user"). 

It would have been obvious to one of ordinary skill in the art at the time the 
invention was made to combine teaching of APA with the teaching of Wallner wherein 
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sending a new key to each authorized user every time the system need to be updated is 
eliminated. The motivation is that "this system reduces the number of messages that the 
broadcast needs to send when the system is updated". 

6. Claims 7 and 18 are rejected under 35 U.S.C. 103(a) as being unpatentable over 
Wallner in view of APA and further in view of Non-Patent Literature document by 
David A. McGrew et al (hereinafter "McGrew"), Key Establishment in Large 
Dynamic Group Using One-Way Function Trees, May 20, 1998, Cryptographic 
Technologies Group, Glenwood, MD. 

Regarding claim 7, Wallner or APA does not explicitly teach internal node 
McGrew teaches the step of defining an internal node positioned on said 

corresponding path between said root node and a first of said leaf nodes, said internal 

node being associated with a hierarchical level between said first level and said nth 

level (see page 3, section 3.1). 

It would have been obvious to one of ordinary skill in the art at the time the 

invention was made to combine teaching of McGrew with the teaching of Wallner 

wherein the each member's knowledge about the current state of the key tree is limited. 

The motivation is that the invention creates a system where group members 

communicate with privacy and or authentication. 
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Regarding claim 18, McGrew teaches at least one internal node on 
said corresponding path between each of said leaf nodes and said root node, each of 
said internal nodes having a parent node and at least one child node, each of said 
internal nodes associated with a further one of said plurality of levels (see pages 3-5, 
sections 3.1, 3.2, 3.3, and 4). 

Allowable Subject Matter 

7. Claims 2, 3 and 4 are allowable over the prior art of record. 

The following is a statement of reasons for the indication of allowable subject 
matter: 

As to claim 2, the prior art of record does not teach or fairly suggest a method for 
storing and updating information in a network having n hierarchical levels, said method 
comprising the steps of: 

defining a root node positioned in a first of said levels, said root node 
having no parent node and at least one child; 

defining at least two leaf nodes positioned in an nth of said levels, each of 
said leaf nodes having a parent node and no child node; 

defining a corresponding path between each of said at least two leaf nodes and 
said root node; 

associating each non-leaf node with a corresponding set of keys wherein 
each key in said corresponding set of keys further corresponds to at least one 
child node of said non-leaf node; and 
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providing each leaf node with a related set of keys, wherein said corresponding 
set of keys associated with each non-leaf node includes 2 m - 1 keys where m is the 
maximum number of child nodes that may be associated with each non-leaf node. 

As to claim 3, the prior art of record does not teach or fairly suggest defining a 
root node positioned in a first of said levels, said root node having no parent node and 
at least one child; 

defining at least two leaf nodes positioned in an nth of said levels, each of 
said leaf nodes having a parent node and no child node; 

defining a corresponding path between each of said at least two leaf nodes and 
said root node; 

associating each non-leaf node with a corresponding set of keys wherein each 
key in said corresponding set of keys further corresponds to at least one child node of 
said non-leaf node; and 

providing each leaf node with a related set of keys, wherein said corresponding 
set of keys associated with each non-leaf node includes 2 m - 2 keys where m is the 
maximum number of child nodes that may be associated with each non-leaf node; 

As to claim 4, the prior art of record does not teach or fairly suggest defining a 
root node positioned in a first of said levels, said root node 
having no parent node and at least one child; 

defining at least two leaf nodes positioned in an nth of said levels, each of 
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said leaf nodes having a parent node and no child node; 

defining a corresponding path between each of said at least two leaf nodes and 
said root node; 

associating each non-leaf node with a corresponding set of keys wherein each 
key in said corresponding set of keys further corresponds to at least one child node of 
said non-leaf node; and 

providing each leaf node with a related set of keys, wherein said related set of 
keys provided to each leaf node includes (n -1)*(2" - 1) keys where m is the maximum 
number of child nodes that may be associated with each non-leaf node. 

Conclusion 

8. Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Fred I. Ehichioya whose telephone number is 571-272- 
4034. The examiner can normally be reached on M - F 8:00 AM to 4:30 PM. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, John E. Breene can be reached on 571-272-4107. The fax phone number 
for the organization where this application or proceeding is assigned is 703-872-9306. 
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Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). 

Fred I. Ehichioya 
Patent Examiner 
Art Unit 2162 

November 15, 2004 




